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1. The following clauses are added:

DFARS 252.204-7008 COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE
INFORMATION CONTROLS (AUG 2015)

(a) Definitions. As used in this provision—

” oW

“Controlled technical information,” “covered contractor information system,” and “covered
defense information” are defined in clause 252.204-7012, Safeguarding Covered Defense
Information and Cyber Incident Reporting.

(b) The security requirements required by contract clause 252.204-7012, Covered Defense
Information and Cyber Incident Reporting, shall be implemented for all covered defense
information on all covered contractor information systems that support the performance of this
contract.

(c) If the Offeror proposes to deviate from any of the security requirements in National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting
Controlled Unclassified Information in Nonfederal Information Systems and Organizations,
http://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the solicitation is
issued or as authorized by the Contracting Officer, the Offeror shall submit to the Contracting
Officer, for consideration by the DoD CIO, a written explanation of—

(1) Why a particular security requirement is not applicable; or

(2) How an alternative but equally effective, security measure is used to compensate for
the inability to satisfy a particular requirement and achieve equivalent protection.

(d) An authorized representative of the DoD CIO will approve or disapprove offeror requests to
deviate from NIST SP 800-171 requirements in writing prior to contract award. Any approved
deviation from NIST SP 800-171 shall be incorporated into the resulting contract.

252.225-7994 Additional Access to Contractor and Subcontractor Records in the
United States Central Command Theater of Operations (DEVIATION [2015-00013])

(a) In addition to any other existing examination-of-records authority, the Department of Defense
is authorized to examine any records of the Contractor to the extent necessary to ensure that funds
available under this contract are not—

(1) Subject to extortion or corruption; or

(2) Provided, directly or indirectly, to persons or entities that are actively supporting an
insurgency or otherwise actively opposing United States or coalition forces in a contingency
operation.

(b) The substance of this clause, including this paragraph (b), is required to be included in
subcontracts under this contract that have an estimated value over $100,000.

2. The Class Deviation listed below is hereby added and replaces Class Deviation 2014-00020:
252.225-7993 Prohibition on Providing Funds to the Enemy (DEVIATION 2015-00016)
(a) The Contractor shall—

(1) Exercise due diligence to ensure that none of the funds, including supplies and services,
received under this contract are provided directly or indirectly (including through subcontracts) to a
person or entity who is actively opposing United States or Coalition forces involved in a contingency
operation in which members of the Armed Forces are actively engaged in hostilities;
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(2) Check the list of prohibited/restricted sources in the System for Award Management at
WWW.Sam.gov —

(i) Prior to subcontract award; and
(i) At least on a monthly basis; and

(3) Terminate or void in whole or in part any subcontract with a person or entity listed in SAM
as a prohibited or restricted source pursuant to subtitle E of Title VIII of the NDAA for FY 2015,
unless the Contracting Officer provides to the Contractor written approval of the Head of the
Contracting Activity to continue the subcontract.

(b) The Head of the Contracting Activity has the authority to—

(1) Terminate this contract for default, in whole or in part, if the Head of the Contracting
Activity determines in writing that the contractor failed to exercise due diligence as required by
paragraph (a) of this clause; or

(2)(i) Void this contract, in whole or in part, if the Head of the Contracting Activity determines
in writing that any funds received under this contract have been provided directly or indirectly to a
person or entity who is actively opposing United States or Coalition forces involved in a contingency
operation in which members of the Armed Forces are actively engaged in hostilities.
(ii) When voided in whole or in part, a contract is unenforceable as contrary to public
policy, either in its entirety or with regard to a segregable task or effort under the contract,
respectively.

(c) The Contractor shall include the substance of this clause, including this paragraph (c), in
subcontracts, including subcontracts for commercial items, under this contract that have an
estimated value over $50,000 and will be performed outside the United States and its outlying
areas.

3. All other terms and conditions remain unchanged.
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